AI process pack for firms
Companion to the AI use policy for firms, version 3.1, October 2026. Prepared by FirstWin (firstwin.ca)
Everything here is a suggestion: keep what helps, drop what doesn’t, and rewrite the rest in your own words.
Read this before you use it
These documents are examples. They’re meant to get you most of the way there, but you can’t lift them and drop them in as they are. Every organization has its own size, clients, contracts, tools and risks, and the policy has to reflect those.
If you adopt any of this, you take responsibility for reviewing it, changing it to fit your organization, and checking it against current law and the rules of your profession. This isn’t legal, professional or other advice. FirstWin doesn’t accept responsibility for how you use it.
The policy says what people must do. This pack shows how a firm can run it. Parts 1 to 9 are the pieces, and part 10 says what to set up first.
1. Naming the AI lead
The policy needs a named person. Without one, nobody answers questions or approves new tools, and the policy sits in a drawer.
What the AI lead does:
· Keeps the approved tools list current.
· Answers “can I use this?” questions, usually within one business day.
· Decides approval requests, or sends them to the AI group in a larger firm.
· Gets reports of problems and decides what happens next.
· Runs the yearly training and the yearly review.
How much time it takes: about two hours a month in a firm of 20, a few hours a week in a firm of a few hundred, and a part-time role or more at 1,000.
Who works well: someone who knows how the firm actually runs, can say no politely, and has a partner behind them. In a small firm that’s often a partner or the office manager. The most technical person isn’t required, since IT can advise. Someone people will actually ask is.
Name a backup. Write both names on the policy cover page, and tell the whole firm.
In a larger firm the lead chairs a small group (IT or security, privacy or legal, HR, and a practice leader). The group meets monthly and takes the harder approval decisions.
2. Approved tools register
A table in the policy is enough for a small firm. Once you have more than a handful of tools, keep the register in a spreadsheet with these columns.
	Tool
	Vendor
	Account type
	Public
	Internal
	Confidential
	Owner
	Terms checked on
	Next check
	Notes

	Example: Copilot in Microsoft 365
	Microsoft
	Firm business tenant
	Yes
	Yes
	Yes, with conditions
	AI lead
	[date]
	[date]
	Staff review every output. No auto-send

	Example: Meeting note-taker
	[Vendor]
	Firm account
	Yes
	Yes
	No
	AI lead
	[date]
	[date]
	Announce recording at the start of every call

	Free or personal AI accounts
	Various
	Personal
	Yes
	No
	No
	n/a
	n/a
	n/a
	Public information only


Keep it up: when a vendor changes its terms or adds AI features, the AI lead rechecks the row and updates the date. Set a calendar reminder for the “next check” dates. Every quarter, ask IT or the office manager what new software has been added, and what tools people are paying for on their own.
3. How an approval request works
1. Someone fills in the approval form (part 4) and sends it to the AI lead. If a request takes more than ten minutes to write, the form is asking too much. Cut it down.
1. The AI lead reads it and asks anything missing within two business days.
1. The AI lead decides. The outcomes are: approved, approved with conditions, not approved, or needs the AI group (larger firms).
1. The AI lead writes the decision and the conditions on the form, signs it, and sets a review date.
1. The AI lead updates the tools register if a tool or a data level changed.
1. The form goes in a shared folder called “AI approvals”. That folder is the audit trail.
Suggested turnaround: three business days in a small firm. Five in a larger one, with a faster lane for low-risk requests.
Reapproval: when the tool’s terms change, when the use changes, or on the review date, whichever comes first.
4. New AI use approval form (blank)
Requested by: [name], [date]
Use name: [short name]
1. What will the tool or agent do, and why? [two or three sentences]
1. Who owns it (responsible for it day to day)? [name]
1. Tool, vendor and account type: [e.g. Copilot, Microsoft, firm business tenant]
1. What information goes in? Level: public / internal / confidential. Examples: [list]
1. Is personal information involved? Whose, and what kind? [list]
1. What can it do on its own? What needs a person to approve first? [list]
1. Who checks the output, and how? [name or role, method]
1. Vendor answers (section 10 and 11 of the policy): trains on our data? [Y/N and how to switch off] Where is data stored? [place] How long is it kept? [period] Who can see it at the vendor? [answer] Breach notice commitment? [answer] Source of these answers: [contract, terms page, vendor reply, date]
1. Is anything client-facing? How are clients told? [answer]
1. How will we know if it’s going wrong, and how do we switch it off? [answer]
Decision (AI lead): approved / approved with conditions / not approved / refer to AI group
Conditions: [list]
Approved by: [name], [date]. Review date: [date]
5. Worked examples
These are made up for illustration. They don’t describe any real vendor’s terms. Check your own.
Example A: drafting client emails with Copilot
Requested by: Priya N., senior manager, Example Accounting LLP (40 people), March 3.
Use name: Client email drafts.
1. What it will do and why: Staff use Copilot in Outlook to draft routine client emails (status updates, document reminders, meeting follow-ups) from notes they paste in. It saves about 20 minutes a day per person.
1. Owner: Priya N.
1. Tool: Copilot in Microsoft 365, firm business tenant.
1. Information: Confidential. Client names, engagement details, occasional figures from working papers.
1. Personal information: Client contacts’ names and email addresses. Occasionally an individual client’s tax situation.
1. Autonomy: Drafts only. Staff read, edit and send each email themselves. Nothing is sent automatically.
1. Who checks: The person sending. Anything with figures gets checked against the working papers first.
1. Vendor answers: The AI lead confirmed from the firm’s Microsoft agreement and admin settings that the tenant’s data isn’t used to train the underlying models, stays in Canada, and is retained under the firm’s existing email retention rules. Sources: the firm’s Microsoft agreement and admin console settings, checked March 5.
1. Client-facing: Clients receive the emails but don’t talk to the AI. No disclosure needed beyond the engagement letter, which already says the firm uses technology tools. The AI lead will add a line about AI at the next template update.
1. Monitoring: Partners spot-check ten sent emails a quarter. Staff report any wrong or odd draft the same day. The AI lead can switch off the feature for the whole tenant in the admin console.
Decision: Approved with conditions.
Conditions: No individual clients’ tax return data pasted in, only summaries without identifiers. No use for emails that give advice or state a position on an accounting or tax question without partner review. Re-review March of next year, or sooner if Microsoft changes its terms.
Approved by: Marcus T., AI lead, March 6.
Example B: an agent that chases clients for documents
Requested by: Dev R., operations manager, same firm, June 12.
Use name: Document chaser agent.
1. What it will do and why: An agent looks at the list of documents still owed by each client, drafts a polite reminder, and puts it in a queue. It saves the admin team about six hours a week at filing time.
1. Owner: Dev R.
1. Tool: [vendor and tool], connected to the practice-management system and the shared mailbox.
1. Information: Confidential. Client names, which documents are missing, email addresses.
1. Personal information: Client contact names and emails.
1. Autonomy: Reads the document checklist. Writes drafts. It can’t send, delete, or change the checklist.
1. Who checks: Each draft is approved by the admin team member who owns that client before it goes out.
1. Vendor answers: [Completed from the vendor’s security page and a written reply to our five questions, July 2.]
1. Client-facing: Clients get emails from the firm. They don’t interact with the agent.
1. Monitoring: The agent logs every draft and every approval. Dev R. reviews the log weekly for the first month. Switching off means disconnecting the agent’s access in the practice-management settings.
Decision: Approved with conditions.
Conditions: The agent’s access is read-only on the checklist and draft-only on mail. Anything beyond that comes back as a new request. Review in 90 days.
Approved by: Marcus T., AI lead, July 8.
That’s the pattern for agents. Start with read access and drafts, put a person on every outbound action, keep a log, and widen the access only after a review.
6. Vendor check sheet
Use it for any tool that will handle more than public information. Put the answers, and where each came from, on the approval form.
· Does the vendor train its models on our data? Can we switch that off, and where?
· Where is our data stored and processed? Is any of it outside Canada?
· How long is it kept, and how do we delete it?
· Who at the vendor can see our data?
· If the vendor has a breach, how fast do they tell us, and how?
· Can they change these terms without telling us?
For larger firms, add: a security questionnaire or independent audit report, a data processing agreement, the list of the vendor’s subprocessors, and legal review of liability and indemnity terms.
Keep the evidence: save the terms page or contract version you relied on, with the date.
7. When something goes wrong
For staff: stop using the tool for that task, tell the AI lead the same day (one business day at the latest), and don’t try to fix it quietly. Honest mistakes reported quickly don’t get anyone in trouble.
For the AI lead:
1. Write down what happened, who found it, and when. Keep the original messages or screenshots.
1. Contain it. Switch off the agent or feature, change exposed passwords or keys, ask the vendor to delete the data.
1. Work out what information was involved and whose it was.
1. Decide who needs to be told: affected clients, your insurer, your professional regulator, and the Privacy Commissioner of Canada. Privacy law has a threshold for reporting breaches that pose a real risk of significant harm, so ask your privacy advisor or lawyer when personal information is involved.
1. Fix the cause. That may mean changing the tools register, the policy, or training.
1. File the report. Review all reports at the yearly review.
Incident report form:
· Date and time found:
· Reported by:
· What happened (plain words):
· Tool or agent involved:
· Information involved and its level:
· Whose information (clients, staff, others):
· Immediate steps taken:
· Who was told (clients, insurer, regulator, Privacy Commissioner), and when:
· Cause:
· What changes as a result:
· Closed by and date:
8. Training
A 30-minute session, run live or on a call, when someone joins and once a year. Larger firms track completion.
Outline:
1. Why we have a policy (3 minutes). Use a real example from your own industry.
1. The approved tools list and the three information levels (7 minutes). Walk through two or three real examples and ask people which level each is.
1. Checking output (7 minutes). Show an AI answer with a made-up citation or wrong number and ask people to find it.
1. What needs approval, and how to ask (5 minutes).
1. What to do when something goes wrong, and the call-back rule for payment or access requests (5 minutes).
1. Questions (3 minutes).
Extra 30 minutes for people who set up agents, choose vendors, or hire staff: the approval form, vendor checks, the hiring and monitoring rules.
Sign-off sheet:
	Name
	Date
	Session
	Trainer
	Signature or “read and understood”

	
	
	
	
	


Keep it somewhere the AI lead can find it. If an incident ever involves someone who wasn’t trained, you’ll want the record.
9. Yearly review checklist
Block two hours once a year. Larger firms: an hour for the group, plus prep.
· Does the tools register match what people actually use? Ask staff and check IT’s list.
· Have any vendors changed their terms or added AI features this year?
· Read the approvals folder. Are conditions being followed? Does anything need reapproval?
· Read every incident report. What changed because of them?
· Have laws or professional guidance changed? Check the riders’ sources and the provincial and federal privacy items in sections 9 and 10 of the policy.
· Is the AI lead still the right person, and is the backup still around?
· Has everyone been trained this year? Who is overdue?
· Does the one-page staff version still match how things work?
· Update the “next review” date and the cover page. Tell the firm what changed.
10. What to set up first
If this feels like a lot, do these in order.
1. Name the AI lead and a backup, and tell everyone.
1. Fill in the tools table with the tools people already use, and mark the data levels.
1. Print the one-page staff version and send it to everyone.
1. Run the first 30-minute training.
1. Start the approvals folder with the first approval request that comes in.
Everything else can wait until you’ve done these five and found out where the firm actually strains.
