AI use policy for firms
Version 3.1, October 2026. Prepared by FirstWin (firstwin.ca)
Written for Canadian firms of up to about 1,000 people, with provincial notes for Ontario, British Columbia and Alberta. A 30-person firm and a 900-person firm won’t run this the same way, so section 17 suggests a setup for each size. Law, accounting, engineering and architecture each have their own rider. Add the one that fits you.
Read this before you use it
These documents are examples. They’re meant to get you most of the way there, but you can’t lift them and drop them in as they are. Every organization has its own size, clients, contracts, tools and risks, and the policy has to reflect those.
If you adopt any of this, you take responsibility for reviewing it, changing it to fit your organization, and checking it against current law and the rules of your profession. This isn’t legal, professional or other advice. FirstWin doesn’t accept responsibility for how you use it.
Fill in the parts in square brackets and delete what doesn’t apply.
Firm: [Firm name]
AI lead: [Name and title, or the group’s name and chair]
Approved by: [Name], on [date]
Next review: [date, no more than 12 months away]
1. Why we have this policy
People here already use AI tools, some at work and some on their phones. That’s fine. We want them to keep doing it, safely. This policy sets out which tools we use, what information can go into them, who checks the results, and what to do when something goes wrong.
The one-page staff version is Appendix A. Read that first if you read nothing else.
2. Who and what it covers
It covers everyone who does work for [Firm]: partners, staff, contractors, students and anyone else working on our behalf.
It covers any tool that uses AI to write, summarize, transcribe, translate, search, code, make images, or take actions. That includes chat tools like ChatGPT, Claude, Gemini and Copilot, AI features built into software we already use (email, document, accounting, practice-management and design software), meeting note-takers, and AI agents that can send, file or change things on their own.
It applies on firm devices and on personal ones. If you use your own phone or account for firm work, the same rules apply to that work.
If we belong to a regulated profession, the matching rider is part of this policy: [Law / Accounting / Engineering / Architecture rider]. Where a rider is stricter than this policy, follow the rider.
3. Who’s responsible
The AI lead keeps the approved tools list (section 4) up to date, answers questions, approves new uses that need approval, and handles reports of problems. In a small firm that’s one partner or the office manager. In a larger firm it’s a small group (section 17 has the details). The AI lead can get help from our IT provider, lawyer or privacy advisor when needed.
Partners and managers make sure their teams know the rules and follow them.
Everyone who uses AI for firm work must follow this policy, check what the tool gives them before they use it, and report problems quickly.
The person who signs, sends or relies on a piece of work owns it. Using AI doesn’t move that responsibility to the tool or the vendor.
4. Approved tools and what can go into them
You may use only the tools on this list for firm work. If a tool isn’t listed, ask the AI lead before you use it. Free consumer accounts are approved for public information only. Many of them keep what you type and use it to train their models.
We sort information into three levels:
· Public: anything already published, like our website, public court decisions, published standards, news.
· Internal: firm information that isn’t public but isn’t about a client or a person, like draft marketing copy, internal procedures, templates with no client details.
· Confidential: anything about a client, a client’s matter or file, a person’s personal information (staff or candidates included), financial records, privileged or regulated information, and anything we’ve promised to keep confidential.
	Tool and account type
	Public
	Internal
	Confidential
	Notes

	[e.g. Microsoft 365 Copilot, firm business account]
	Yes
	Yes
	[Yes / No]
	[e.g. Yes only after the AI lead confirms our tenant settings and data terms]

	[e.g. ChatGPT Team or Enterprise, firm account]
	Yes
	Yes
	[Yes / No]
	[e.g. Training on our data switched off; confirm data location]

	[e.g. Meeting note-taker in Teams or Zoom]
	Yes
	Yes
	[Yes / No]
	Tell everyone on the call before it starts recording

	Any free or personal AI account
	Yes
	No
	No
	Public information only

	Any tool not on this list
	No
	No
	No
	Ask the AI lead first


The AI lead may mark a tool “Yes” for confidential information only after checking, in writing, that the vendor doesn’t train on our data, where the data is stored, how long it’s kept, who at the vendor can see it, and that our contract or terms say so.
Some things never go into any AI tool, approved or not, unless the AI lead has approved that exact use in writing:
· passwords, access codes, API keys and other secrets
· government ID numbers, banking or card numbers
· health information
· information a client or a contract has told us not to share with outside services
· anything a court order, regulator or law says we can’t disclose
When you can get the same result without real names or numbers, take them out first. A summary with “Client A” in it is usually just as useful.
5. Checking what AI gives you
AI tools make mistakes. They invent facts, cases, figures and quotes, and they sound sure of themselves when they do it. Treat every output as a first pass from a fast junior who has never met the client.
Before AI-assisted work leaves the firm or is used to make a decision, a person who knows the subject must check it. That includes anything sent to a client, filed with a court, regulator or government, used in a financial statement or tax return, sealed or stamped, used in a hiring or staff decision, or used to change a system.
A check means actually checking: confirm the facts, sources, citations and numbers against the original, and ask what might be missing. Reading it over and approving it doesn’t count.
If you aren’t qualified to judge the output, don’t use it until someone who is has reviewed it.
6. What needs approval
Most everyday uses are fine without asking: drafting an email you’ll edit, summarizing a public article, reformatting a document, brainstorming. Some uses need the AI lead’s approval first, recorded on the approval form (Appendix B):
· connecting an AI tool to our email, document system, accounting system, client portal or calendar
· any AI agent or automation that can send messages, file documents, move money, change records or delete anything without a person approving each action
· using AI to screen, rank or assess job applicants or staff
· a new tool that will handle confidential information
· anything client-facing where the client talks to the AI directly (a website chat, for example)
These uses aren’t allowed at all:
· using AI to make a final decision about a person’s job, pay, discipline or hiring with no human decision
· secretly monitoring staff with AI tools
· creating fake audio, video or images of a real person, or messages that pretend to come from someone else
· anything that breaks the law, a professional rule or a client agreement
7. AI agents and automations
An agent is an AI tool that can take actions, not just write text. Agents must:
· have only the access they need for the job, and nothing more
· ask a person to approve before they send anything outside the firm, move money, change account or payment details, give anyone new access, or delete records
· keep a log of what they did, which the AI lead can review
· have a named owner who can switch them off
If an agent does something it shouldn’t, switch it off first and report it second.
8. Clients
Our duty of confidentiality applies in full when we use AI. Confidential client information goes only into tools approved for it (section 4).
Tell a client when they would reasonably expect to know, for example when AI will handle their documents in a way they haven’t seen before, when they asked for a specific person to do the work, or when the client’s own contract with us requires it. If a client tells us not to use AI on their work, we don’t.
We charge for the time we actually spend and the value we agreed on. We don’t bill hours that AI saved us as if we had worked them.
Anything AI writes for a client goes out in the firm’s name and must meet the same standard as anything else we send.
9. Hiring and staff
Rules on AI in hiring and staff monitoring differ by province. Find yours below. If we have staff in more than one province, the AI lead applies each province’s rules to the people who work there.
Ontario. Ontario’s Employment Standards Act requires employers with 25 or more employees to say in public job postings whether AI is used to screen, assess or select applicants (in force since January 1, 2026). If we have 25 or more employees and use any tool that filters, ranks or scores applicants, our postings must say so. Ontario employers with 25 or more employees must also have a written electronic monitoring policy. If any AI tool monitors staff activity, it must be described in that policy.
British Columbia and Alberta. Each province’s Personal Information Protection Act (PIPA) covers personal information about job candidates and employees. An employer may collect, use and disclose it where reasonably needed to hire or manage staff, generally without consent, but it has to tell people the purposes first. So if we use a tool to screen, rank or assess candidates, or to monitor staff activity, our notices to candidates and staff must say what the tool is used for. If candidate materials go into a tool whose vendor keeps them or trains on them, consent may also be needed. In Alberta, PIPA adds notice duties when a service provider outside Canada handles personal information for us. The notice names the country and the purpose and says who can answer questions. Many AI tools are in this position, so the AI lead checks the Alberta commissioner’s guidance before we use one on candidate or staff information.
The Ontario rules above are Ontario law. Where our staff work somewhere else, the AI lead checks whether a similar rule applies there.
A person makes every hiring, pay, promotion, discipline and termination decision. AI can help organize information, but nobody may be rejected or disciplined only because a tool said so. The manager must be able to explain the decision without pointing at a score.
Staff and candidate information is confidential (section 4).
If we make a decision about someone in Quebec based only on automated processing of their personal information, Quebec law requires us to tell them. If we have staff or clients in other provinces, the AI lead checks whether their rules differ. Ask the AI lead before using any tool in a way that decides things about people.
10. Privacy
Which privacy law applies depends on where we operate. In Ontario, the federal Personal Information Protection and Electronic Documents Act (PIPEDA) applies to personal information we collect in our business. In British Columbia and Alberta, each province’s Personal Information Protection Act (PIPA) generally applies to private-sector organizations instead of PIPEDA, for personal information collected, used and disclosed within the province. PIPEDA still applies when personal information crosses a provincial or national border. Quebec has its own law. A firm with offices or clients in more than one province may be covered by more than one law, and the AI lead works out which applies to which information.
The BC and Alberta PIPAs also expect us to protect personal information with reasonable security safeguards, to have written privacy policies and practices, and to name someone responsible for privacy. The AI lead works with whoever holds that role.
A replacement bill for PIPEDA (C-36) was introduced in June 2026 but isn’t law yet. The AI lead will update this section if federal or provincial privacy law changes.
Before an AI tool processes personal information, the AI lead must know what information goes in, why, where the vendor stores and processes it (including outside Canada), how long it’s kept, whether the vendor uses it for training, and how we would find or delete it if someone asked. Keep the answers with the approval form.
Meeting recorders and transcription tools capture personal information. Tell everyone on a call before recording starts, and stop if anyone objects.
11. Buying or adding AI tools
Before we pay for or switch on an AI tool for anything beyond public information, the AI lead checks:
· whether the vendor trains on our data, and whether we can switch that off
· where data is stored and who can access it
· how long data is kept and how we delete it
· what happens if the vendor has a breach, and how fast they tell us
· whether the terms let the vendor change any of this without telling us
Recheck a tool when its terms or features change. Vendors add AI to existing software all the time, so watch for “new AI features” notices in tools we already use.
12. Copyright and what we publish
Don’t assume AI output is original or free to use. Before we publish or sell anything that AI helped write or design, the person responsible checks it doesn’t copy someone else’s work, use a trademark or logo we don’t own, or include confidential information. Don’t paste other people’s paid or copyrighted material into AI tools in a way their licence doesn’t allow.
13. When something goes wrong
Report it to the AI lead as soon as you notice, and within one business day at the latest. Reporting quickly matters more than having all the details. Nobody gets in trouble for reporting an honest mistake promptly.
Report things like:
· confidential or personal information put into the wrong tool
· an AI output that went out with an error in it
· an agent that took an action it shouldn’t have
· a strange instruction hidden in a document or email that tried to make an AI tool do something (this is called prompt injection)
· a call, video or message that might be a deepfake
The AI lead decides what to do next, including whether a client, insurer, regulator or the federal or provincial privacy commissioner needs to be told. In Alberta, a breach that creates a real risk of significant harm to a person must be reported to the commissioner. BC’s commissioner publishes guidance on when to report a breach and when to tell the people affected. The AI lead keeps both on file.
Fake voices and videos are now good enough to fool people. Any request to change payment details, send money or share access must be confirmed by calling the person back on a number we already have, never the number in the message.
14. Training
Everyone covered by this policy gets a short briefing (about 30 minutes) when they join and once a year. It covers the approved tools list, the three information levels, how to check output, and how to report problems. People who set up agents, choose vendors or hire staff get a little more on those topics.
15. Exceptions and breaking the rules
The AI lead can approve an exception in writing, for a set time, with a reason. Exceptions can’t override the law, professional rules or client agreements.
Breaking this policy can lead to losing access to AI tools, retraining, or discipline, depending on what happened, whether it was deliberate, and whether it was reported.
16. Review
The AI lead reviews this policy at least once a year, and sooner if the law changes, a professional regulator issues new guidance, or we start using AI in a new way.
17. Setting this up at your size
Nothing in this section is a rule. Pick the column closest to your firm, then delete the section. The rules above stay the same at every size. What changes is who does the work and how much gets written down.
	
	Up to about 50 people
	About 50 to 250 people
	About 250 to 1,000 people

	AI lead
	One partner or the office manager, with a named backup
	One senior person, plus a small group that meets monthly (IT, privacy or legal, HR, one practice lead)
	A standing AI group with an owner, plus a delegate in each office or practice group

	Approvals
	The AI lead decides, usually within a few days
	Low-risk uses are self-serve from a short list. The AI lead decides the rest
	Three tiers: self-serve, manager plus AI lead, and the AI group for high-risk uses. Promise a turnaround, such as five business days

	Approved tools list
	A table in this document
	A shared register that the AI lead updates
	A register owned by IT, tied to your software inventory and reviewed every quarter

	Finding unapproved tools
	Ask people, and watch expense claims
	IT checks sign-in records and app approvals twice a year
	IT monitors sign-in, network and expense data continuously and follows up

	Training
	One 30-minute session, a sign-off sheet
	The same, plus extra sessions for hiring managers and anyone building agents
	Role-based training, tracked completion, a yearly attestation

	Vendor checks
	The five questions in section 11
	The five questions, plus a written security and privacy review for confidential use
	A formal security questionnaire, a data processing agreement, and legal review of the contract

	Incidents
	Report to the AI lead, who decides next steps
	Same, with a written log and a link to your IT incident process
	Severity levels, a defined response team, and set paths to legal, privacy and insurers

	Records and review
	The tools list, approval forms and incident notes in one folder
	Add a use-case register and a yearly review meeting
	Add risk ratings, an annual internal review, and a report to leadership


If you’re close to a boundary, take the lighter column and move up when it starts to strain. Add process faster than the firm can follow it and you end up with a policy nobody uses.
Appendix A. One-page version for staff
Before you use AI for firm work, check five things.
1. Is the tool on our approved list? If not, ask [AI lead] first. Free personal accounts are for public information only.
1. What am I about to paste in? Client details, personal information, financial records and anything confidential go only into tools approved for confidential work. Passwords, ID numbers, banking details and health information go into nothing.
1. Can I take the names and numbers out? If so, do.
1. Have I checked the output? Facts, figures, citations and quotes all get checked against the source before anything leaves the firm. You own what you send.
1. Does this need approval? Connecting AI to firm systems, letting an agent act on its own, or using AI on hiring and staff decisions all need [AI lead]’s OK first.
If something goes wrong, tell [AI lead] the same day. If someone asks you to send money, change payment details or share access, call them back on a number you already have.
Appendix B. New AI use approval form
Fill this in for anything section 6 says needs approval. The process pack has a blank copy and two worked examples.
· What the tool or agent will do, and why
· Owner (who’s responsible for it)
· Tool, vendor and account type
· What information goes in, and its level (public, internal, confidential)
· Personal information involved, and whose
· What it can do on its own, and what needs a person to approve
· Who checks the output, and how
· Vendor answers from sections 10 and 11 (training, storage location, retention, deletion, breach notice)
· Anything client-facing, and how clients are told
· How we’ll know if it’s going wrong, and how to switch it off
· Approved by, date, and review date
About this template
This template was prepared by FirstWin (firstwin.ca), which helps firms put AI agents to work safely. You’re free to use and adapt it inside your own firm, subject to the notice at the top.
